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1 PACE Suite Overview

PACE Suite is an advanced and fast software packaging tool with an intuitive user interface and set of

features providing (re)packaging in Windows Installer, UWP (MSIX/APPX) and various virtualized formats.

Components:

Tool

@ MSI GENERATOR

I@ MSI EDITOR

QUALITY APPROVER

DOCU GENERATOR
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Major functions

Repackage any existing installation into Windows Installer (MSI),
UWP app package (MSIX/APPX) or a virtualization format
(Microsoft App-V 5.x, and VMware ThinApp).

Auto-detection of embedded installers.

Create a response transform

Include the excluded files/registry back to a package.

Manage the contents of an MSI in a tree view

Import the desired resources

Manage Custom Actions

Integrate Device Drivers

Use a smart and advanced MSI database editor, with formatted
string autocompleting, Excel-like formula bar, row reference
tracking, and more.

Create patches (MSP) and Merge Modules (MSM)

Manage permission settings for file system and registry

Handle upgrades easily —just let MSI Editor know which MSI
you want to be upgraded at runtime.

Publish your applications to Microsoft SCCM 2007, 2012, 2016.
See the estimated complexity of an app right away.

Generate package documentation containing the details about
your package and configuration.

Undo-redo any manipulation and see the changes highlighted in
the MSI tables

Test MSI (+MST) package and its apps for compliance with the
Desktop App Certification Program in an unattended mode.
This will check the package safety, compatibility and readiness
for deployment. For more information, see Windows Desktop
app tests.

Test an MSIX/APPX package (bundle) and its apps against the
Microsoft Store requirements in an unattended mode. For
more information on the tests, see Windows Store App tests
and Windows Desktop Bridge app tests.

Automatically record your on-screen actions into a nice-
looking document with screenshots and annotations


https://docs.microsoft.com/en-us/windows/win32/win_cert/certification-requirements-for-windows-desktop-apps
https://docs.microsoft.com/en-us/windows/win32/win_cert/windows-app-certification-kit-tests
https://docs.microsoft.com/en-us/windows/win32/win_cert/windows-app-certification-kit-tests
https://docs.microsoft.com/en-us/windows/uwp/debug-test-perf/windows-app-certification-kit-tests
https://docs.microsoft.com/en-us/windows/uwp/debug-test-perf/windows-desktop-bridge-app-tests
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1.1 Software Prerequisites
Ensure that a target system contains necessary software prerequisites:

Windows or Windows Server OS that supports .NET 4.7.2
(https://docs.microsoft.com/en-us/dotnet/framework/get-started/system-requirements)

or higher.
NOTE

05S Building Universal Windows Platform app packages (MSIX/APPX) is available under
Windows 10 or Windows Server 2016 and newer.
Automated package testing with Quality Approver requires a virtual machine with
Windows 10 version 1803 or newer.
Microsoft .NET Framework 4.7.2 (https://dotnet. microsoft.com/download/dotnet-
framework-runtime) or higher.
NOTE

Middleware For building THINAPP packages, ensure that your system contains VMware ThinApp

(5.0.0/5.0.1/5.1.0/5.1.1/5.2.0) installed and activated with the valid license.

For publishing MSI packages to Microsoft SCCM 2007 (SP1/SP2/R1/R2) or SCCM 2012
(SP1/SP2/R2/R2 SP1) server, ensure that your system contains Microsoft Management
Framework 3.0 and Windows Remote Management (WinRM) service enabled.

Privileges Administrative privileges on the system.

1.2 Hardware Prerequisites
Ensure that a target system fulfils the minimum hardware conditions:

Processor

RAM

Hard drive free
space

Display
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32-bit (x86) or 64-bit (x64) processor at 2 GHz or greater

NOTE To repackage 64-bit applications or create 64-bit App-V packages, use
PACE Suite on a 64-bit Windows operating system.

2GB
1GB
NOTE Additional storage is required for your projects and packages and depends

on their size and quantity.

1280 x 768 resolution or higher.


https://docs.microsoft.com/en-us/dotnet/framework/get-started/system-requirements
https://dotnet.microsoft.com/download/dotnet-framework-runtime
https://dotnet.microsoft.com/download/dotnet-framework-runtime
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2 Release Notes

2.1 About This Release

This new release is mainly dedicated to automation of package quality control. Now the user can easily
test the package safety, compatibility and readiness for deployment. We have designed a new
application - Quality Approver — for this purpose. Quality Approver runs locally and interacts with a local
and remote pre-configured virtual machines (VM) for executing Windows App Certification Kit. The Kit

tests your MSI/MSIX/APPX package and its apps in an unattended mode.

We have introduced the support of command line options in MSI Generator. The use of command line

options allows to automate the capturing (repackaging) process.

In order to eliminate the negative effect of system noise (log and cache files, registry entries, etc.) on the
generated packages, we have reconsidered the pre-defined exclusion filters. The newly added filters
allow detecting and filtering out a system garbage more efficiently. This saves the reviewing time and

increases the package quality.

We have also implemented a number of feature requests from our customers and enhanced the

performance of MSI Generator.
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https://developer.microsoft.com/en-us/windows/develop/app-certification-kit
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2.2 Automated Testing

Needless to say how important it is to check the package safety, compatibility and readiness for

deployment. PACE Suite - Quality Approver is our answer to this challenge. Quality Approver is a tool

that runs locally and interacts with either local or remote pre-configured virtual machines (VM) to

execute the following tests.

o Test MSI (+MST) package and its apps for compliance with the Desktop App Certification
Program in an unattended mode. For more information, see Windows Desktop app tests.

e Test an MSIX/APPX package (bundle) and its apps against the Microsoft Store requirements in

an unattended mode. For more information on the tests, see Windows Store App tests and
Windows Desktop Bridge app tests.

Quality Approver supports automated package testing on multiple virtual machines, hosted on the

VMware ESXi, Microsoft Hyper-V and Oracle VirtualBox hypervisors. Quality Approver can run the tests

locally as well, if the local host is configured as virtual machine which can be reverted to the previous

state.

Quality Approver invokes the wizard which guides the user through the steps as shown below.

&) Quality Approver - Testing — O >

r—=9

Package Testing Completion

Package testing

0 Running the virtual machine

° Checking the prerequisites

° Transferring package to the virtual machine

Testing the package

EVENT LOG Open log
Elapsed Task Status -
000257 Testing - Installed programs Completed
000257 Testing - Dependency information Completed
000257 Testing - Proper OS version checking Completed
000314 Testing - Process install trace files Completed
00314 Testing - Program inventory Completed
000314 Testing - Process install trace files Completed
00314 Testing - Installed programs Completed
00374 Testing - Antimalware Check Completed
00314 Testing - Binary analyzer In progress .

Elapsed time

00:03:17

Mext » Cancel
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https://docs.microsoft.com/en-us/windows/win32/win_cert/certification-requirements-for-windows-desktop-apps
https://docs.microsoft.com/en-us/windows/win32/win_cert/certification-requirements-for-windows-desktop-apps
https://docs.microsoft.com/en-us/windows/win32/win_cert/windows-app-certification-kit-tests
https://docs.microsoft.com/en-us/windows/uwp/debug-test-perf/windows-app-certification-kit-tests
https://docs.microsoft.com/en-us/windows/uwp/debug-test-perf/windows-desktop-bridge-app-tests
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Once the test completes, the user receives an HTML report with the results, the potential impact of

issues and the suggested fixes. Here is the sample test report:

Microsoft Windows 10 Enterprise (10.0.17134.0)
05 Architecture:

x64
Report time:

26.07.2019 23:13:05

Overall result:

It is highly recommended that you investigate and root cause warnings to ensure that users of your app aren’t negatively impacted.

Clean reversible install test

PASSED
Remove all non-shared files and folders

PASSED
Do not force an immediate reboot during installation

PASSED

Do not force an immediate reboot during uninstallation

PASSED
Write appropriate Add/Remave Program values

PASSED
Single user registry check

Install to the correct folders test

Install to Program Files

* Warning: The install to Program Files test detected the following errors:
o Program 7-2ip 13.00 Fails due to install location C:\Temp)\6daffe7h\13453035Y .

® Impact if not fixed: Native apps e.g. 32 and &4 bit must be installed to the %:ProgramFiles%: folder by default, note that 32 bit apps installing on x&4 versions of Windows must be stored under %:ProgramFile
* How to fix: Write the files to the correct folders. See link below for more information:

Waorking with Known Folders

PASSED
Write to the 3%WINDIR% or %5ystemDrive®:

PASSED
Loading apps on Windows startup

Digitally signed file test

2.3 Automated Repackaging

Automation saves time and efforts. PACE Suite introduces the command line support for MSI Generator.
The use of command line options allows automation of the capturing (repackaging) process. The user
can easily write a short script for running the pre-install and post-install scans with MSI Generator, apply

the filters to the captured resources and generate the package as it is shown below.

Running pre-install scanning (taking first snapshot)
"C:\Program Files (x86)\PACE Suite\MSI Generator\MsiGenerator.exe" -snapshot "path\to\snapshot\
first.msgn"

Running source installation
"C:\Source_installation\installer.exe" /silent

Running post-install scanning (taking second snapshot)
"C:\Program Files (x86)\PACE Suite\MSI Generator\MsiGenerator.exe" -snapshot "path\to\snapshot\
second.msgn"
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:: Creating project (comparing first and second snapshots)

"C:\Program Files (x86)\PACE Suite\MSI Generator\MsiGenerator.exe" -compare "path\to\snapshot\
first.msgn" "path\to\snapshot\second.msgn" "path\to\output\project\folder

projectName"

Building MSI package from project
"C:\Program Files (x86)\PACE Suite\MSI Generator\MsiGenerator.exe" -buildPackage "path\to\
output\project\folder\projectName\projectName.mgp" "path\to\package.msi" "msiSettingsProfile"

2.4 Merge Modules Integration

The use of (MSM) ensures a proper delivery of the shared code, files, resources, registry
entries, and the setup logic to the installed applications. MSI Generator takes care of detection and

integration of the appropriate Merge Modules into your repackaged installation.

Merge Modules = O X
Package

¥ = M Aboutboxmsm

= systemfolder\aboutbox.ocx
Instead of project file - C:\Windows\SysWOW64\Aboutbox.ocx
[¥] = M Avenuemsm
= |=| systemfolder\restore3.exe
Instead of project file - C\Windows\SysWOW64\restore3.exe
systemfolder\avenue.avi

v] = e BDE_ENT_WDR

commonfilesfolder\borland share:

=l |=| commonfilesfolder\boriand sh:

Instead of project file - C: Files (x86)\Common Files\Borland Shared\BDE\charset.cvb

= |=| commenfilesfolder\borian deadmin.hip

Instead of project file - C:\ n Files (x86)\Common Files\Borland Shared\BDE\BDEADMIN.HLP
| commonfilesfolder\borland sh

=] commonfilesfolder\boriand sh

® =] commonfilesfolder\boriand sh,
=| commonfilesfolder\borland sh

=| commonfilesfolder\boriand sh.

| commonfilesfolder\boriand share

| commenfilesfolder\boriand sh

rAammAnflacialdar hariznd charadlhdalidd=a)

For the convenience, we have included the most common and recent Merge Modules into MSI

Generator. You can find them at C:\Program Files (x86)\PACE Suite\MSI| Generator\Modules.

With the first installation of PACE Suite, this pool of Merge Modules will be automatically added to the
default MSI settings profile. With update to PACE Suite 5.3, the user will have to edit the MSI settings
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profiles in order to add this pool manually.

Files Shortcuts\Apps Registry System resources

&) MSI settings profile x
Application Details Profile name
R default
Application name
App name v Edit

~ Scan project file for Merge Modules
Lenera
Version Merge Module pools

1.0.00 Summary Information C:\Pragram Files (xB6)\PACE Suite\MS| Generstor\Madules leratorPack Browse... Go to.

Product code P

Registry

hd

Upgrade code Shortcuts

. hd

Properties
Generate new codes when build MSI Open log

Per-User data

Summary Information

NI files
Title
Titl I Merge Modules
Author Permissions
Authar . Add Edit Delete
ransrorms
Comments
This installer database containg the logic anc d3
Save Cancel
Owerride the profile's Summary Information
Platform Languages
Elapsed time » > = .
Autodetect v |0 00:00 Quality Approver [Z OpenMsI @ Build MSI

2.5 Enhanced Exclusion Filters

Windows operating system and Windows services produce a lot of system noise (log and cache files,
registry entries, etc.) that could have a negative impact on the quality of generated package. In many
cases, an MSI package with a captured system noise cannot be installed as tries to write to the system-

protected locations.

We enhanced our pre-defined exclusion filters in MSI Generator aiming to filter out this system noise
more efficiently. This saves the reviewing time and increases the package quality. The new filters will be

applied to the captured resources by default.
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[} Capture installation O x
Prepare Capturing Settings Installation Completion
computer method
Settings

Package name

PKGE-180731-152019

Exclusion filters Scanning areas
Apply the following filters to the captured resources: Registry: Files:
[ Extended ] 5 HEKLM ¥ 55 - {Local Fixed Disk)
[# Standard ¥ = HKCU [ C: {Local Fixed Disk)
[ HELN DEFAULT [v F: {Local Fixed Disk)

Application objects:
[¥] © Permissions
¥l L7 Services

[l " Printers

Cancel

2.6 Association Detection On Exclude
The user may like to exclude a captured library file (DLL, OCX, etc.) with all its registry entries. The newly

introduced intelligent mechanism in MSI Generator detects and displays registration (COM) information,
which is directly or indirectly associated with the excluded file. The user can either exclude the linked

items or leave them included.
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[ MSI Generator — O ot

Do you want to exclude the linked resource?

Exclude the linked resources in order to maintain the project integrity.

[¥] Select allfnone -

[l 5| shortcut 'CAProgramData\MicrosoftyWindaows\5tart Menu\Programs'Firefox Ink'

¥l Registry 'HKEYLOCAL MACHINE\SOFTWARE\Classes\FirefoxHTML-E7CFI76ETI0C2 1B Defaulilcon' @'

¥l Registry 'HKEYLOCAL_MACHINE\SOFTWARE\Classes\FirefaxHTML-E7CFT7EETI0C211Bshellopencommand\ @'

¥l Registry 'HKEYLOCAL MACHINE\SOFTWARE\Classes\FirefoxURL-E7CFI76E110C2118\Defaulticon' @'

¥l Registry 'HKEYLOCAL_MACHINE\SOFTWARE\Classes\FirefaxURL-E7CFI7EET10C2118\shell\ opentcommand @'

¥l Registry 'HKEYLOCAL MACHINE\SOFTWARE\Classes\WOWE432Node\CLSID\[1814CEEB-49E2-407F-AF99-FATS5 AT D26
¥l Reqistry 'HKEYLOCAL_MACHINE\SOFTWARE\Classes\WOWE432Mode\CLSID\1BAAZ03D-B4B9-45E5-9CCB-E3FCA3EZT.
[¥] Registry "HKEYLOCAL MACHINE\SOFTWARE\Classes\WOWE432Node\CLSID\{DC ABDR57-1A63-4045-8F36-8809EB0931
¥l Reqistry 'HKEYLOCAL_MACHINE\SOFTWARE\Clients\StarthMenulnternet\Firefox-E7CFI76ETI0C2TIB\Capabilities\Applicati
¥ Registry 'HKEYLOCAL_MACHINE\SOFTWARE,Clients\StartfMenulnternet\Firefox-E7CR76E110CZ2 1B\ Defaultlicont, @' -

L | k

Exclude Cancel

2.7 Improved Import Settings
PACE Suite 5.3 presents improvements to management of settings for importing files and registry into
MSI packages. In the new version of MSI Editor, you can import resources to a package with the

following feature-component assignments:

e Create new features and components according to the packaging best practices.
e Create new components only and link them with the selected feature.
e (NEW) Use the existing component.

Note that the use of the last option could imply certain restrictions on the imported resources. For
instance, all imported files will be placed into a single folder defined by the selected component. The
original folder structure will be lost in this case. Mixing per-user and per-machine registry entries in a

single component may influence the Windows Installer self-healing mechanism.
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@ Import files — O X

or—=_

Files Settings mport COM

Settings

Feature-component assignment
® Create new features and companants
(O Create new components only

Parent feature

Feature Title & (1D Featured Browse. ..

(O Use existing component

Component
Comporent_A (Folder: ProgramFilesFolder\Folder A Browse. .
MOTE All files will b= imported into one single folder, defined by Componert. Original folder structurs will be lost.
IMI handling
® 5ave valid IMI files to the 'IniFile’ table; invalid ones to the 'File' table (recommendad)
O Save all INI files to the 'File' table
(O Save only valid content of all INI files to the 'IniFile’ table and then duplicate all INI files to the 'File' table
See invalid [N files
U Complete now with default settings < Back Mext = Cancel

2.8 Other Improvements

2.8.1 MSI Generator
e Added support of Japanese and other non-english typographic symbols.

e Decreased the Ul response time for the Files, Shortcuts\Apps -> MSI, and Registry tabs.

e Added the calculated number of excluded resources on the Files, Shortcuts\Apps -> MSI, and
Registry tabs.

e Added the filter for displaying the only excluded resources.
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3 Release History

e PACE Suite 5.2
e PACE Suite 5.1

o PACE Suite 5.0
o PACE Suite 4.7
o PACE Suite 4.6
o PACE Suite 4.5

o PACE Suite 44
e PACE Suite 4.3

e PACE Suite 4.2
o PACE Suite 4.1

o PACE Suite 4.0
e PACE Suite 3.5.5
o PACE Suite 3.5
o PACE Suite 3.4.2
e PACE Suite 3.4.1
e PACE Suite 34
e PACE Suite 3.3 =331
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https://pacesuite.com/release/5.2.0/PACE-Suite-5.2.0-Release-notes.pdf
https://pacesuite.com/release/5.1.0/PACE-Suite-5.1.0-Release-notes.pdf
https://pacesuite.com/release/5.0.0/PACE-Suite-5.0.0-Getting-started.pdf
https://pacesuite.com/release/4.7.0/PACE-Suite-4.7.0-Getting-started.pdf
https://pacesuite.com/release/4.6.0/PACE-Suite-4.6.0-Release-notes.pdf
https://pacesuite.com/release/4.5.0/PACE-Suite-4.5.0-Release-notes.pdf
http://pacesuite.com/release/4.4.0/PACE-Suite-4.4.0-Release-notes.pdf
http://pacesuite.com/release/4.3.0/PACE-Suite-4.3.0-Release-notes.pdf
http://pacesuite.com/release/4.2.0/PACE-Suite-4.2.0-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-4.1.0-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-4.0.0-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-3.5.5-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-3.5.4-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-3.4.2-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-3.4.1-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-3.4-Release-notes.pdf
http://www.infopulse.com/Global/PACE/PACE-Suite-3.3.1-Release-notes.pdf
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